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The Fab Four 



The Other Fab Four 



Patent Trolls 



Defining the Patent Trolls 

Companies that have, as their business model 
(Non-Practicing Entities): 
– the assertion of claims of patent infringement, usually 

based on patents of marginal validity, as their only source 
of revenue; 

– no intention of contributing to the economy practicing the 
invention; and 

– acquired the patents from inventors who have never been 
able to reduce the invention to practice. 



Troll Characteristics 

• Acquires patents that have not been 
utilized. 

• Targets one or more industries. 
• Blankets the industry with cease and 

desist letters. 
• Targets a few companies to sue to 

apply pressure on the rest. 
• In most cases, will settle for less than 

litigation costs. 



Cost of Litigation 

For a simple case:  $2.5MM+ 
For a middle range case:  $5MM+ 
For a complicated case:  $8 MM+ to 

upwards of $20MM 



The Troll Strategy 

• Demand letter offering a license. 
• May have a “get an early adoption 

discount.” 
• Will insist on confidentiality of all 

negotiations and any settlement. 
• Will most likely file in the Eastern 

District of Texas. 
• No legislative solution in sight. 



Perceived Risk 



Traditional Indemnification 

Agency will defend, indemnify and hold 
Client harmless against claims 
brought against Client by third 
parties alleging that use of the 
Materials provided by Agency under 
the terms of this Agreement 
constitutes infringement of any 
intellectual property right under 
applicable laws.  
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American Association of Advertising Agencies 



American Association of Advertising Agencies 

• 4As recommends that agencies make clear in their client 
agreements that clients assume all risks associated with 
patent infringement.  
 
• 4As recommends that agencies give serious 
consideration to adjusting price in situations where they 
take on risks that have not historically been factored into 
their pricing models.  
 
• If an agency concludes that it will provide some level of 
indemnity, 4As recommends that the indemnity include a 
monetary cap and other reasonable limitations.  



IP within Risk Management 



Call to Action… 

15 

• Be realistic and approach 
    suits as purely an 
    economic play 
• Don’t be over confident with 
    an indemnity 
• Conduct patent searches, 
    despite limitations 
• Consider:  

– Cap/Shared liability 
– Defense costs vs. Liability 
– Insurance (new, limited 

availability) 



Online Behavioral Advertising 



• Consumer are concerned about ad targeting 
 

• Press coverage accurately reflects risks to consumers (Wall Street 
     Journal, NY Times, Washington Post, Time, NPR etc.) 
 

• Government focus on privacy/OBA appropriate: 
– White House has called for privacy legislation 
– Congress is (constantly) holding hearings and (constantly) 

introducing bills 
– Federal agencies actively involved, particularly the FTC 

 

• Privacy advocates are calling for aggressive action 
 

• World-wide move to regulate OBA, e.g. EU cookie directive 
 

• Momentum clearly against marketing industry 

Regulators Believe… 



Consumers Believe… 



Consumers Behave… 

• Respond much better to relevant 
marketing, e.g. 
– Targeted, email marketing boosted 

revenue by 2,500% at L’OCCITANE EN 
PROVENCE 

– Targeted online behavioral advertising 
generated 15x ROI of untargeted ads at 
Wehkamp 

Source: See case studies published at Coremetrics.com 



Digital Advertising Alliance 

July 2009 



 What is OBA? 

Online Behavioral Advertising (“OBA”) is 
the collection of data from a particular 
computer or device regarding Web viewing 
behaviors over time and across non-Affiliate 
Web sites for the purpose of using such data 
to predict user preferences or interests to 
deliver advertising to that computer or 
device based on the preferences or interests 
inferred from such Web viewing behaviors. 



 OBA is not… 

 

•The activities of First Parties on their own or affiliated 
sites, e.g., Amazon’s use of orders to push suggestions to 
its customers on other products he or she may want to 
consider buying 
 
•Ad delivery using Ad Reporting data and not based on 
OBA inferences, e.g., independent reporting companies 
that do not use on-line behavioral data 
 

•Contextual advertising, i.e., advertising based on the 
content of the Web page being visited, e.g., a travel pop-up 
on a travel site, or a search query 



Self-Regulatory Principles 
 
•Education 
•Transparency 
•Consumer Control 
•Data Security 
•Material Changes to         
 Existing OBA Policies 
 and Practices 
•Sensitive Data 
•Accountability 



www.aboutads.info 



Transparency Principle – 
Advertising Option Icon 

The “Advertising Option Icon” and 
accompanying language should be displayed 
in or near online advertisements or on Web 
pages where data is collected and used for 
behavioral advertising.  
 
 



Transparency Principle 
Notice Location 

In the Ad… Bordering the Ad… 

AD AD 



Enforcement Has Started 

 

 

What you need to do: 
 
 

• You need to be in compliance now or have a commercially reasonable plan 
for coming into compliance 
 

• License icon from DAA (www.aboutads.info) 
 

• Put on icon on every page where OBA ad is delivered 
 

• Networks, et. al. – provide opt-out either through DAA opt-out page or other 
easy-to-use opt-out mechanism 
 

• Deliver enhanced notice and choice of collection and use of information for 
OBA purposes 
 DAA has approved three compliance providers: Evidon, DoubleVerify and 

TRUSTe  

http://www.aboutads.info/


David Vladeck, Director 
FTC Bureau of Consumer Affairs 

Ad Age: You mentioned the icon, 
which is the ad industry's self-
regulatory privacy initiative. How 
well is it working or not working?  
 
Mr. Vladeck: I'll tell you in three 
or four months. It's just literally 
now being rolled out. It'll be 
interesting to see the consumers' 
responses.  
 
Ad Age: In three or four months, 
what will you be looking for? How 
will you evaluate the program? 
 
Mr. Vladeck: Are consumers 
clicking through to see what's 
going on there? Are they 
exercising choice? If so, how? 
We want to see how it plays. This 
is all new.  

Mr. Vladeck: I want to give credit 
to the industry for moving forward 
on this, but there's no guarantee 
that it'll work. 
 
Ad Age: If at that time, however, 
the self-regulatory program is not 
moving in the right direction as far 
as the FTC sees it, what then?  
 
Mr. Vladeck: I don't know. I think 
we'd sit down to see if we can 
tweak this, if we can improve it. 
Maybe there are some technical 
issues. It's an intelligent question 
that presumes a greater sense of 
the likely outcome here. We just 
don't really have that. 
 
                            May 16, 2011 



And the Winner Is… 

Privacy by Design - build in privacy 
protection at every;  
Simplified Choice - give 
consumers option to decide what 
is shared and with whom. Include 
a Do-Not-Track mechanism.  
Greater Transparency - disclose 
details about collection and use of 
information and provide access to 
data collected.  
 



And the Winner Is… 

Next Steps/Focus: 
 

• Do-Not-Track  
• Mobile 
• Data Brokers  
• Large Platform 
    Providers 
• Promote Enforceable 
    Self-Regulatory Codes 
 



Self Regulation… 
 
Both the FTC and the Department 
of Commerce praised the ANA’s 
self regulatory efforts in March.  
However, it’s clear that privacy self 
regulation, in its current form, will 
evolve.  This is best exhibited in 
Chairman Leibowitz’s recent 
statements that the Do Not Track 
browser solution should be an opt 
out of all data collection and 
advertising. 

And the Winner Is… 



About mobile…here’s what we 
know: 

 
1. Long repurposed website 

policies are insufficient. 
2. Privacy disclosures expected 

prior to app purchase. 
3. More in-app privacy disclosures 

expected. 
4. FTC workshop on May 30th for 

developers, retailers, platform 
providers and advocates 
together. 

5. States trying to fill the mobile 
privacy void (i.e., California AG 
settlement). 
 
 

 

And the Winner Is… 



Watch those Europeans… 
European Commission Privacy Principles:  

 
•Single Rule.  A single set of rules on data protection, valid across EU. 
•Reporting.  Companies must notify the national authority of serious data 
 breaches as soon as possible (if feasible within 24 hours). 
•Consumer Consent.  Consent must be be given explicitly, not assumed.  
•Data Portability.  Consumers may transfer personal data from one 
 service provider to another. 
•Long Arm Jurisdiction.  Rules apply if data handled by companies 
 active in the EU market that offer services to EU citizens.  
•Fines.  Up to €1 million or up to 2% of the global annual turnover of a 
 company. 
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 breaches as soon as possible (if feasible within 24 hours). 
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 service provider to another. 
•Long Arm Jurisdiction.  Rules apply if data handled by companies 
 active in the EU market that offer services to EU citizens.  
•Fines.  Up to €1 million or up to 2% of the global annual turnover of a 
 company.  
•Right to be Forgotten.  Controversial right to completely opt out; all data 
 deleted if no legitimate grounds to retain it.   
 



Watch those Europeans… 
UK Companies Risk Cookie Regulation Fine 

 
According to KPMG, approximately 95 percent of UK companies have not yet 
reached compliance with new rules on cookies (effective in May) and could 
risk fines up to £500,000.  
 

•Online companies worry consumers will become annoyed with repeated cookie 
permission requests and that they will lose valuable consumer data.  
 
•One representative from a web analytics company said, "If you follow the letter of 
the law, you will go bust very quickly...It's like asking a retailer to operate with a 
blindfold on."  
 
•Several companies are hoping the Information Commissioner's Office will take a 
lenient view, the report states, but many worry that European regulators "might not 
take the same approach.” 

 
     Financial Times, April 10, 2012 
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• Get compliant 
• Insure supplier 
    compliance 
• Review privacy 
    policies 
• Review mobile                                            
    disclosures/privacy  
• Review data security 
    and retention policies 
• Consider international 
    ramifications 
 





Public Clouds: 

§ Faster & cheaper to get  
started 

§ Economies of scale 

§ Simpler to manage 

§ OpEx 

IaaS 

PaaS 

SaaS 
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Private Cloud 

Users 

Private Cloud: 
• Greater control over IT  

environment and processes 
• Easier to integrate 
• Lower costs over the long  

term 
• CapEx & OpEx 

Both offer: 
• High efficiency 
• Elastic capacity 
• High  

availability 

Hybrid Cloud 

Cloud Formations 



Compelling Cost Savings 



 Have clearly written contracts that address:  
• Performance  
• Reliability  
• Business Continuity 
• Security 
• Confidentiality 
• Reporting Capabilities 
• External Audits 
• Periodic Financial Statements 
• Subcontracting 
• Dispute Resolution 
• Limitation of Liability 
• Termination 

 
 

Key Contract Terms 



Can You Agree to This? 
Sec. 11.5 of the Amazon Web Services Customer Agreement (last updated October ’10): 
 
 AMAZON PROPERTIES, THE MARKS, THE SERVICES AND ALL TECHNOLOGY, SOFTWARE, 

FUNCTIONS, CONTENT, IMAGES, MATERIALS AND OTHER DATA OR INFORMATION PROVIDED 
BY US OR OUR LICENSORS IN CONNECTION THEREWITH (COLLECTIVELY THE “SERVICE 
OFFERINGS”) ARE PROVIDED “AS IS”. WE AND OUR LICENSORS MAKE NO REPRESENTATIONS 
OR WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE 
WITH RESPECT TO THE SERVICE OFFERINGS. EXCEPT TO THE EXTENT PROHIBITED BY 
APPLICABLE LAW, WE AND OUR LICENSORS DISCLAIM ALL WARRANTIES, INCLUDING, 
WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, SATISFACTORY 
QUALITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, QUIET ENJOYMENT, 
AND ANY WARRANTIES ARISING OUT OF ANY COURSE OF DEALING OR USAGE OF TRADE. WE 
AND OUR LICENSORS DO NOT WARRANT THAT THE SERVICE OFFERINGS WILL FUNCTION AS 
DESCRIBED, WILL BE UNINTERRUPTED OR ERROR FREE, OR FREE OF HARMFUL 
COMPONENTS, OR THAT THE DATA YOU STORE WITHIN THE SERVICE OFFERINGS WILL BE 
SECURE OR NOT OTHERWISE LOST OR DAMAGED. WE AND OUR LICENSORS SHALL NOT BE 
RESPONSIBLE FOR ANY SERVICE INTERRUPTIONS, INCLUDING, WITHOUT LIMITATION, POWER 
OUTAGES, SYSTEM FAILURES OR OTHER INTERRUPTIONS, INCLUDING THOSE THAT AFFECT 
THE RECEIPT, PROCESSING, ACCEPTANCE, COMPLETION OR SETTLEMENT OF ANY PAYMENT 
SERVICES. NO ADVICE OR INFORMATION OBTAINED BY YOU FROM US OR FROM ANY THIRD 
PARTY OR THROUGH THE SERVICES SHALL CREATE ANY WARRANTY NOT EXPRESSLY 
STATED IN THIS AGREEMENT.  

 



Or this… 
 Sec. 12.5 of Salesforce.com Master Cloud Subscription 

Agreement (Last Updated: January 31, 2009): 
 
 “Upon request by You made within 30 days after the 

effective date of termination of a Purchased Services 
subscription, We will make available to You for download 
a file of Your Data in comma separated value (.csv) 
format along with attachments in their native format. 
After such 30-day period, We shall have no obligation to 
maintain or provide any of Your Data and shall 
thereafter, unless legally prohibited, delete all of Your 
Data in Our systems or otherwise in Our possession or 
under Our control.”  

 



Call to Action… 
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• Keep sensitive data 
    “on the ground, 
    outside the cloud” 
• Confirm locale of servers 
    and jurisdictional issues 
• Establish Crisis Team 
• Do Business Interruption 
    Crash Tests 
• Check International 
    Interoperability 





• Administers the Root Server System 
    for the Internet – all of the “addresses” 
    that operate on the Internet. 
• Top-Level Domains (TLDs) – “com” in 
    .com. 
• Second-Level Domains (SLDs). 
    “apple” in apple.com. 
• Currently 22 TLDs: e.g., .com, .org, 
    .net, .info, .mobi, .biz, .jobs, etc. 



New ICANN Program: .anything 

• On January 12, 2012:  Apply to 
register and own any name, any 
brand as a top level domain 

• $185,000 initial registration fee 
• $25,000 annual renewal fee 
• ICANN also receives ongoing 

revenue from domain name sales 
and renewals, depending upon 
volume 



Why the Plan Won’t Work 

• Brand owners will have to police and 
monitor their marks over hundreds of 
channels 
– Cybersquatting 
– Typosquatting 
– Phishing 

• Consumer confusion 
• ICANN’s proposal increases the threat 

on both sides of the dot 

47 



New ICANN Program 

839 Applicants 
(as of March 28, 2012) 



The Numbers Tell the Story… 

• 839 Applicants = 839 to 41,950 new  
TLDs 

 

49 



The Numbers Tell the Story… 

• 839 Applicants = 839 to 41,950 new  
TLDs 

• Revenue to ICANN = at least 
$155,215,000 (if all applicants 
proceed); in theory over $7 trillion 

50 
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51 



The Numbers Tell the Story… 

• 839 Applicants = 839 to 41,950 new  
TLDs 

• Revenue to ICANN = at least 
$155,215,000 (if all applicants 
proceed); in theory over $7 trillion 

• Cost to industry and consumers = 
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PRICELESS 



And the Winners Are… 
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May Day 



And the Winners Are… 
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Maybe Not Day 



Opposition 



Call to Action… 
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Join the Coalition 
for Responsible 
Internet Domain 

Oversight (CRIDO) 

www.crido.org 



Resources 



www.adlawbyrequest.com 

www.legalbytes.com 

www.advertisingcompliancelaw.com 



http://www.law.com 



www.gala-marketlaw.com 



www.partyofwe.org 



Questions? 
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